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Abstract

Effectively addressing safety, security and cyber-security challenges is quintessential for progressing the development of
next generation maritime autonomous shipping. This study aims at developing a novel hybrid, semi-structured process
for the hazardous scenarios identification and ranking. This method integrates the operational and functional hazard
identification approaches, whilst considering the safety, security and cybersecurity hazards. This method is applied to
comprehensively assess the safety of an autonomous inland waterways ship at a preliminary design phase. The hazardous
scenarios are identified and ranked by a number of experts participating in a series of sessions. The identified hazards
risk is estimated considering the frequency and severity indices, whereas their uncertainty is estimated by employing the
standard deviations in these two indices among the experts ranking results. Epistemic uncertainty is also considered dur-
ing ranking. Risk control measures are proposed to de-risk the critical hazards. The results reveal that the most critical
hazards from the safety, security and cybersecurity perspectives pertain to the situation awareness, remote control and
propulsion functions. Based on the derived results, design enhancements along with high-level testing scenarios for the
investigated autonomous ship are also proposed.
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successful cyber-attack could exploit vulnerabilities in
the communication links and directly affect the integ-
rity/availability of the data and control systems, lead-

Introduction

Paving the way towards the realisation of the Maritime
Autonomous Surface Ships (MASS) requires innova-

tive and bold initiatives. Such a collaborative initiative
is the AUTOSHIP' project, which aims at converting
two conventional ships (a Short Sea Shipping cargo
ship and an Inland Waterways (IWW) barge) to auton-
omous ships and demonstrate the remotely controlled
and autonomous ship operations at full scale
conditions.

An important objective for the development and
acceptance of MASS operations is to ensure their
safety, cybersecurity and security. The safety challenges
are attributed to the increased system complexity, as
well as the involved interactions between the autono-
mous ships systems, subsystems and its environment.’
Furthermore, cybersecurity needs to be addressed, as a

ing to accidents.*> A number of incidences with
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unauthorised people gaining remote access to the con-
trol systems of conventional ships was recently reported
in Wingrove.® Terrorists or pirates could potentially
hijack an autonomous ship, taking over its control and
subsequently attempt to collide with passenger/cruise
ships and ports or demanding significant ransom.

Furthermore, except for a number of hazards related
to the functional failures, external factors such as fail-
ures in another ship’ or an emerging submarine® may
also lead to incidents/accidents. Therefore, it is neces-
sary to consider both the environmental context and
the internal factors during the autonomous operations.
In addition, hazards must be identified as early as pos-
sible in the design phase, so that appropriate design
decisions are made. Nevertheless, the effectiveness of
the hazard identification process is also an important
requirement, as the involved partners (designers, own-
ers, shipyards and classification societies) have limited
resources. Therefore, it would be beneficial to standar-
dise and automate/semi-automate the safety assessment
process.” The lack of statistical data for the autono-
mous and unmanned ships also impedes the quantita-
tive estimation of the risks and the associated
uncertainty.’ Another challenge is associated with the
identification of relevant testing scenarios for autono-
mous ships. At the same time, the ship operating
phases considerably affect the severity of the potential
hazardous scenarios. For example, a ship blackout has
practically no safety implications when the ship is
anchored; however it might lead to collision, contact or
grounding in the case of ship manoeuvring or sailing
close to shore.'®

Several approaches can be employed for the hazard
identification at the initial stages of autonomous ships
design. The first approach, which is typically employed
by the classification societies''"'> and regulatory
authorities,'® includes the implementation of Hazard
Identification (HAZID) to identify and rank the hazar-
dous scenarios as well as to verify the proposed design.
This and similar approaches were also employed in var-
ious research studies.'*'” The second approach
employs systemic methods, such as System Theoretic
Process Analysis (STPA)'® 2 and the third includes the
adoption of standards, procedures and guidelines from
other industries, for example, from ARP 4761% or
ISO/PAS 21448.%° Alternatively, approaches based on
hazard lists and task analysis’' as in 1SO 10218>' could
be employed, but their application to autonomous
ships has not been reported in the pertinent literature.
Novel alternative methods can be also employed.

Whilst a number researchers consider the STPA a
robust way to identify hazards on autonomous ships,>®
STPA has several limitations. STPA is based on the
control structure and the identified list of hazards, with-
out recommending a systematic way to identify these
hazards. The processes described in the ARP 4761 stan-
dard focus on functional failures and therefore require
separate analysis for hazards caused by external fac-
tors. Moreover, ARP 4761 does not consider security

and cybersecurity. The ISO/PAS 21448 standard
focuses on specific automated cars functions, not con-
sidering the complete car, and does not describe a spe-
cific methodology for the hazards identification. The
methods presented in the ISO 10218 were developed for
robotic applications.®’ Consequently, the application of
a HAZID method (term frequently used interchange-
ably with the Preliminary Hazard Analysis*?) to con-
sider all ship functions for the identification of hazards
at the initial design stages is considered as an effective
approach. However, as reported in the pertinent litera-
ture, HAZID lacks structure®? or focuses on the func-
tional scenarios without sufficiently considering the
contextual factors,'! whereas safety is not thoroughly
integrated with security and cybersecurity analyses. In
addition, only a limited number of studies conducted
risk assessments for the autonomous ship hazardous
scenarios as reported above.

From the preceding analysis, it is concluded that for
addressing the autonomous ships risk assessment at ini-
tial design stages, a comprehensive hazard identification
and risk assessment process that considers the safety,
security and cybersecurity, as well as the potential
causes and consequences in various operating phases is
required. Therefore, the aim of this study is to develop
a structured process for the risk assessment of autono-
mous ships applicable at the initial design stages. This
process is developed in such a way to allow for its semi-
automation, thus rendering its implementation effective.

The novelty of the present study stems from: (a) the
hybrid and semi-structured approach proposed for the
hazard identification process taking into account both
operational and functional hierarchical classification;
(b) the application of the proposed novel hazard identi-
fication process for the case of an Inland Waterways
ship, which reveals a considerable number of hazardous
scenarios; (c¢) the proposal of a novel way to consider
the uncertainty of the hazardous scenarios ranking; and
(d) the comprehensive safety analysis integrated with
the security and cybersecurity risk assessments (com-
pared with pertinent studies that consider only a limited
number of hazardous scenarios).

The remaining of this article is organised as follows.
Section 2 describes the proposed methodology. In
Section 3, the high-level information about the investi-
gated ship is provided. In Section 4, the results of apply-
ing the novel HAZID process on an inland waterways
ship are provided and discussed. Lastly, the main con-
clusions and findings of this study are reported.

Methodology description

Risk assessment process overview

The steps of the developed HAZID and risk assessment
process are presented in the flowchart of Figure 1. The
process follows the guidance for risk management
according to International Standard Organisation
(ISO) 31000** and it is also aligned to an extent with
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Step 1.

Preparatory step Sy,

Identification of
hazards, causes,
consequences

Step 3. Ranking of
hazards

Step 4.
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Step 5.
Identification of
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(Literature review,
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previous HAZID)

considering
uncertainty

Figure |. Hazard identification and risk assessment process
overview.

the Bureau Veritas (BV)'' guidance for autonomous
ships risk assessment. However, it is modified to: (a)
inherently integrate the security and cybersecurity risk
assessment; (b) render the approach more systematic
by using specific guidewords; and (c) include a novel
way for analysing uncertainty. This process is proposed
to be applied at the step 4.8 of the IMO** guidance for
alternative systems approval.

First, the relevant safety information for the investi-
gated system is gathered (step 1). In step 2, the relevant
risks, their causes and consequences are identified. In
step 3, the risks are analysed and ranked. In step 4, the
risks are treated by relevant control measures. In the
last step, testing scenarios for the autonomous ship ver-
ification are proposed.

Step |: Preparatory step

The preparatory step aims to acquire and aggregate the
required information about the ship as well as to develop
a high-level supportive description of the ship systems.
The main ship functions as well as the expected system
preliminary design (ship and remote control centre), their
input/output, responsibilities and interactions are identi-
fied. Moreover, the ship autonomy degree, operating
phases and operating area are specified, whereas ambigu-
ities with respect to the ship design are clarified. In addi-
tion, the ship functions, which will be automated, and
their automation control and degree are specified.

Information on the investigated autonomous ship
hazards is acquired by employing semi-structured inter-
views, where operators, authorities, system providers
and original equipment manufacturers provided infor-
mation on the expected hazards and risks. Previous
studies on safety analyses with different structure are
reviewed. Accident statistics for existing conventional
ships are also investigated. Pertinent guidelines devel-
oped by a number of organisations such as BV.!!
United Kingdom chamber of shipping,*> DNV GL'?
and Lloyds Register®® are reviewed.

Step 2: Identification process for hazards, causes and
consequences

The identification process for hazards, causes and con-
sequences is implemented in a semi-structured way,

Select operating
phase

Identify inadvertent event

Identify causes
Identify incident/accident type
consequences

All
inadvertent

All functions
accessed?

All operating
phases
accessed?

Next analysis step

Figure 2. Flowchart of the developed hazard identification
process taking into account a hybrid operational-functional
approach.

according to the flowchart shown in Figure 2. To
address the limitations discussed in the Introduction
section, a hybrid approach that considers operational
and functional hierarchical classifications is proposed
in this study. The operational classification focuses on
the different ship operational phases, whereas the func-
tional classification focuses on the ship functions analy-
sis. The process commences with a selected ship
operating phase. Subsequently, a specific function
group for this operating phase is selected for the analy-
sis. For the combination of operating phase and func-
tion, a specific type of inadvertent events is considered
either primarily related to safety or security or
cybersecurity.

Herein, an integrated (rather than parallel) process is
followed to allow for the simultaneous investigation of
safety, security and cybersecurity issues, thus shorten-
ing the required time for the hazard identification and
analysis. This was based on the argument that safety is
a system property interdependent to cybersecurity and
security.’’ Cybersecurity and security analyses were
also included in this risk assessment process, so that
causes to the various hazards are identified by describ-
ing a specific attack type. In cases where the cybersecur-
ity/security breaches events have no direct impact on
safety (although other consequences (financial/reputa-
tional) may be exhibited), they are considered as inad-
vertent events. In case where a safety related factor (e.g.
failure) affects the security or cybersecurity inadvertent
events, it is included as a cause to the relevant hazard
as illustrated in Figure 3.

For each safety related event, accident/incident types
(fire, collision, contact, grounding, explosion, machin-
ery damage, foundering, personnel injuries)*® are used
to identify hazards. Herein, accident means any
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Figure 3. Dependencies between safety, security cybersecurity,
hazards, consequences and mitigative barriers.

unintended (or intended) event involving fatality,
injury, ship loss/damage, other property loss/damage
or environmental damage.”® Moreover, accident
includes the events involving confidentiality, integrity
and data availability loss as well as criminal activities,
since safety, security and cybersecurity are jointly ana-
lysed. Herein, hazards mean ‘the system states or the
set of conditions that together with a worst-case set of
environmental conditions will lead to an accident’.*
Therefore, in the description of hazards, specific fail-
ures such a Closed Circuit Television cameras failure
were avoided. Instead, generic conditions/states are
used. The causes for the hazards though become very
specific, as they depend on the system architecture
description. The hazards are identified using guiding
words as no output, wrong output (too much/too lit-
tle), wrong input, untimely function output, conflicting
output from function and asking ‘what if’ questions.
To identify the hazards in specific operation, the func-
tions in combination with the guidewords are being
used by considering the potential accident types. The
existing hazard lists are used for the verification and
enhancement of generated hazard list.

For cybersecurity related events, in addition to the
accident/incidents type, events as confidentiality breach
and operation disruption are used. Furthermore, differ-
ent threat groups (cyberterrorists, cybercriminals, hack-
tivists, generic hackers, competitors, states)’ are
considered and guidewords, such as steal (targetting at
confidentiality), destroy, switch off (targetting at avail-
ability), get control over, transfer, manipulate, falsify
(targetting at integrity) are used to identify relevant
cybersecurity hazardous scenarios. In this way, confi-
dentially loss, integrity loss or/and unavailability due
to cyberattacks constitute either hazards or causes to
hazards and are located either in the centre or at the
left side of the Bow-Tie diagram shown in Figure 3.

For security issues, unauthorised access is used as
the accident/incident type. Terrorists, hostile acts by
insiders, organised crime, hooligans, competitors, states
threat groups and guiding words as damage, hostage,
hijack, seize of cargo, unauthorised access, smuggling
weapons or drugs, using ship as weapon, attacks whilst
on berth/sea, impede are used to identify the security
hazardous scenarios.

For each safety, security, cybersecurity inadvertent
event, potential causes are considered in terms of safety
(system error, failure, human error, inadvertent envi-
ronment conditions, missing input, management error),
security (management failure, missing/faulty technical
barrier, operating in dangerous area) and cybersecurity
(potential cyberattacks types and vulnerabilities). For
each of these scenarios inadvertent consequences are
identified in terms of safety, damage to environment,
reputational impact or financial impact. Finally, the
format presented in Table 1 is developed and employed
in this study for the identification of causes and conse-
quences of each hazardous scenario. The initial hazards
list is developed and reviewed by a number of experts
during several HAZID workshops, where the hazards
list is enriched and revised.

Step 3: Ranking of hazards considering uncertainty
and risk

For ranking the identified hazardous scenarios, various
risk tables can be used. The IMO®® Formal Safety
Assessment (FSA) risk matrix, which is widely
employed in the maritime industry, was considered as
basis for the purposes of this study. The frequency and
severity are also ranked based on the respective cate-
gories provided in Tables 2 and 3, which were adapted
by considering the guidelines from IMO,*® BV,!' DNV
GL*' and EMSA.*

The identified scenarios are initially ranked consid-
ering the investigated ship design as described in step 0,
without taking into account risk control measures/
options. The frequency is determined based on the
causes and their likelihood of resulting into a hazard,
whilst the severity is determined based on the expected
consequences considering the classification of Table 3.
Separate ranking is provided for the safety, security
and cybersecurity causes of the hazards as well as the
safety, environmental, reputational and financial
consequences.

As autonomous ships constitute novel designs for
which statistical data is not available, expert ranking
was employed in line with the FSA guidelines.* The
mean values for the frequency (FI) and severity (SI)
rankings of each hazard are calculated according to the
following equations:

X F
Fl;flverclge - Np ( 1 )
Z]‘VSIII(
SI/li(verage = ;ViSI (2)

where FI,-j and ST* are the rankings provided by the ith
expert for the jth cause (j = 1 safety causal factor, j = 2
security, j = 3 cybersecurity) and the kth consequences
(k=1 safety consequences; k =2 environmental
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Table 4. Uncertainty level (UL) ranking.3**

Uncertainty level (UL) Assumptions

Novelty of involved technology

ARI

Low (1) Reasonable

assumptions

Use of proven technology (BV
technology rating 0/IMO degree of

According to equation (6)

novelty 1)

Medium (2) Reasonable
assumptions made,
although simplifying
the phenomena

Poor justifications for

the assumptions made

High (3)

Limited field history of technology
or use of proven technology in
novel environment (BV technology
rating 1/IMO degree of novelty 2)
Novel technology use or use of
technology with limited history in

According to equation (6)

ARI= |

novel environment (BV technology
rating 2-3/IMO degree of novelty

3-4)

consequences; kK = 3 reputational consequences; k = 4
financial ~ consequences),  respectively,  whereas
Ngs; = Np; denotes the total number of experts who
provided the respective rankings for each hazard.

The agreement among experts for the causes of
hazard frequency and consequences of each hazard
(FIyerage @nd ST},,...) is quantified according to the
equations (3) and (4), which represent the deviations
from the average value (standard error of the mean).*
The estimation of agreement is implemented to achieve
better understanding of the risk uncertainty, which is a
crucial part of the risk as described by Kaplan and
Garrick* This formula is widely used during physical
experiments for the estimation of error in the mean
value of estimated physical parameter. The working
assumption behind this formula is that all the experts’
rankings are considered as ‘test measurements’ of the
FI and SI and follow the normal distribution. So,
the more experts are involved the more accurate will be
the results in similar manner with experimental physics,
where the more measurements are undertaken, the
smaller the error in the mean value is. Also, in the anal-
ysis all the experts are treated as equally important,
without assigning any specific weight. Such a consider-
ation has been incorporated, since a novel technology
is studied in the analysis and it would be challenging to
consider that somebody from the involved participants,
has more knowledge than the rest of the experts in the
group. The advantage of these formulae is their rele-
vant simplicity. To the best of authors knowledges this
formula hasn’t been used for treatment of experts’
rankings in maritime risk assessment.

i Orpi
AFl = 3
N (3)
AsTk = 2S¢ 4
Ne (4)

The oy is standard deviation in the analysis.
The Risk index RI4yerqge is estimated based on the
traditional risk definition (considering that the indices

correspond to the logarithms of the risk, frequency and
severity, respectively), according to the following equa-
tion, based on the FSA guidance™®:

RIA\femge = maX(F]i ) + maX(SI/fi(verage) (5)

verage

The RI standard error is subsequently estimated by
using the average errors of FI and SI, according to the
following equation:

ARI = mean(mean(AFI’), mean(ASI)) (6)

For ranking the uncertainty in this study, except for
the agreement among the experts described previously,
the uncertainty level (UL) of the involved novel tech-
nology is evaluated according to the categories shown
in Table 4, which are based on IMO** and BV*° guide-
lines for assessing novel technologies. A set of criteria
for ranking the employed assumptions is taken from
Flage and Aven*® as well as Goertland and Reniers.*’
The ranking of the assumptions and technology novelty
is conducted by the experts in parallel to the ranking of
hazards and inadvertent events for each hazard. If the
epistemic uncertainty is high (average UL higher than
2), then the ARI is taken at least 1 or greater if the
agreement among experts is already small.

The scenarios exhibiting the highest sum of RI and
ARI (equation (7)) are classified as critical scenarios.
This extra precautionary measure (by adding ARI) is
introduced to avoid any negative overwhelming conse-
quences due to improper ranking and uncertainty in
rankings. This treatment is also in line with ISO 31000,
which defines the risk definition as ‘the effect of uncer-

tainty on objectives’.>

RIU = Rl jyeraqe + ARI (7)

Step 4: Identification of risk control measures

This step focuses on identification of relevant risk con-
trol measures. For all the hazards, mitigation measures
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(fail-safe procedures or minimum risk conditions,
depending on terminology) are identified.

Both preventative and mitigative control measures
are specified only for the more risky scenarios identified
in step 2. The risk can be reduced by considering the
following categories of risk control measures,**!' which
are classified as design, engineering, operational or
financial: (a) designing out risk; (b) using safety devices;
(c) applying fault tolerance techniques; (d) developing
operational procedures and training; (e) avoiding risk;
and (f) sharing risk.

The initial control measures are proposed by the
process facilitators using available information, such as
BV'! guidelines, and subsequently reviewed by the par-
ticipants of the HAZID workshops. These measures
are considered as preliminary for the investigated
design. For the critical hazards, it is proposed that
more detailed safety methods are used to identify the
safety/security/cybersecurity issues, which would also
support the critical hazards analysis in more detail.

The control measures are also ranked based on their
cost effectiveness (the cheapest solutions will be pre-
ferred), risk reduction and maturity (the most commer-
cial solutions will be used). The maturity of the control
measures is ranked according to third column of Table
4 in terms of the technology novelty. The ranking of
the costs is implemented according to Table 3.

Step 5: Identification of testing scenarios

In the last step of the risk assessment process, the rele-
vant hazards along with the preventative and mitigative
risk control measures are used to derive the initial set
of testing scenarios. This is in line with the BV!' gui-
dance for autonomous ships, but also in line with the
Vee design process® and the current design process for
cyber-physical systems, which requires the identifica-
tion of the testing scenarios.* ° The mitigative control
measures are used to derive the testing scenarios, which
are necessary for the ship to employ fail-safe (minimum
risk) conditions. The preventative scenarios are used to
demonstrate the critical functionalities of the initial sys-
tem. These testing scenarios are generic and need to be
refined using more advanced safety methods, so that
specific test scenarios are proposed. However, this is
within the scope of a subsequent design phase.

Case study description

This study employs the case study of an existing Inland
Water Ways (IWW) barge, considering its theoretical
next-generation autonomous design including the ship
and its systems as well as the Remote Control Centre
(RCC). The description of this integrated autonomous
system is carried out based on information acquired
from the pertinent literature®>' 3¢ and the AUTOSHIP
project deliverables,”’ as well as feedback received from
AUTOSHIP partners. The main particulars of the
existing IWW ship, which will be used as demonstrator

Figure 4. Zulu 4 IWW barge.*®

Table 5. IWW main particulars.

Property Value/reference (unit)
Length 50m

Breadth 6.6m

Sailing speed 17 km/h

Draft — fully loaded 1.9m

Carrying capacity design 300t

in the AUTOSHIP project, are provided in Table 5,
whereas a picture of this ship is illustrated in Figure 4.
It must be noted that the demonstrator of the
AUTOSHIP project and the case study autonomous
system (ship and its RCC), albeit share some similari-
ties, differentiate in the considered installed systems/
sub-systems and autonomy degrees.

The investigated case study considers an Autonomy
Degree Three (or above) according to IMO™ guide-
lines. This pertains to: ‘Remotely controlled ship with-
out seafarers on board, whereas the ship is controlled
and operated from another location’. Furthermore, the
investigated case study can be classified at level 3
according to CCNR,*® which corresponds to con-
strained autonomous crewless ship operation.

Conventional IWW barges are primarily operated at
inland waterways within Belgium and the Netherlands.
Future operation is considered in all waterways of
member states of the European Union, as well as
Switzerland, UK and Norway.

Based on the information from ship owner, the cargo
and the ship capital values were estimated to USD150k
and USDI1.5M, respectively. It must be noted that these
numbers are only rough approximations and they do
not correspond to the respective accurate values; how-
ever, they are used to indicate the scale of these costs.

The considered power and propulsion plant layout
for the investigated IWW use-case ship is illustrated in
Figure 5. The existing ship has one aft thruster that is
driven by a four-stroke diesel engine connected through
a gear box. The ship has one main switchboard con-
nected to one diesel-generator set, and one emergency
genset connected to the main switchboard via the emer-
gency switchboard. Power from the main switchboard
to the bow thruster is controlled through the variable
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SWBD ‘

ME

Figure 5. Power and propulsion setup of the IWW use-case
ship.

frequency drive, whereas the shore electrical connection
line is also connected to the main switchboard. Similar
propulsion was considered herein for the use case, as
the initial ship propulsion system is used as reference
point. An overview of systems, sub-systems as well as
their interconnections for the investigated case system
(ship and RCC) is provided in Figure 6.

This study considers the following operating phases:
(a) planning of the mission, (b) activities in ports, (c)
arrival/departure from ports, (d) transit (including tran-
sit through locks), (e) emergency, (f) maintenance and
repair (g) any (all) operating phases where the hazards
are independent from the operating phase.

The analysis boundaries and stakeholders’ groups
are provided in Figure 7. The focus will be put on the
ship and remote control centre related functions. The
function groups were classified by employing the cate-
gorisation and breakdown developed in AUTOSHIP.®!
All the ship functions at Sxy level (xy is used for num-
bering the functions; x refers to group, y to subgroup)
were considered in this analysis.

Several experts from various AUTOSHIP related
organisations participated in two consecutive online
workshops to carry out the hazard identification and
ranking (first workshop), as well as the ranking of criti-
cal hazards considering the risk control measures (sec-
ond workshop). The first workshop lasted 8h, whilst
the second lasted for 3 h. The details of the workshops’
participants are provided in Table 6. We have included
in the analysis the operator, who is knowledgeable of
both the navigational and mechanical issues. It should
be noted that the manned operation of the TWW
involves only the captain (one person). There is no such

rank as chief engineer, authorities, safety engineers and
Original Equipment Manufacturers, cybersecurity
experts. During each workshop, thorough discussion of
the hazards and potential risk control measures took
place. Prior to the workshops, information about the
investigated case study ship and hazard identification
process was distributed to the participants.

Results

Step 2: Identification hazards, causes and
consequences

For the investigated IWW autonomous ship case study,
in total 89 hazards were identified using the developed
HAZID process as presented in Figure 8. During the
hazards review with the involved experts, six of them
were eliminated as not relevant or as duplicated. Some
of the hazards are common between the transit and
arrival operating phase. These were not eliminated as
the consequences are different for each case. The com-
plete list of hazards is available in Appendix B.

The typical causes related to the function groups are
provided in Table 7. As it can be observed, several of
the causes are repeated in different Sxy functions (xy is
used for numbering the functions; x refers to group, y
to subgroup). This was anticipated as several compo-
nents are identical in the system layouts servicing dif-
ferent functions. However, this also indicates that some
parts of the HAZID process could be semi-automated.

The list of the main consequences for the different
operating phases are provided in Table 8. This list is
smaller than the hazard list as it was anticipated that
hazards ultimately lead to a limited number of
accidents.

Step 3: Ranking of hazards considering uncertainty

Figure 9 presents the distribution of the evaluated risk
index including the uncertainty level (RIU). It is
observed that the vast majority of the identified scenar-
ios have value of RIU below 7. Only seven scenarios
exhibit a RIU above 8. The estimated high value of
RIU is attributed to the dispersion exhibited among
the experts’ rankings as well the use of novel technol-
ogy in specific scenarios.

As it can be observed from Figure 10 presenting the
SI distribution, very few scenarios were considered to
have high severity index (more than 4 on average
involving fatality). These were primarily the scenarios
associated with the ship navigation function (inap-
propriate situation awareness resulting in objects not
being detected and collision with other ships). Such
hazardous scenarios can lead to loss of life when other
manned ships are involved. Explosion was also assigned
high severity, as it can lead to significant damages to
the ship as well as people and infrastructure in its sur-
rounding. In this respect, the scenarios do not
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Figure 7. Autonomous vessel’s system safety control structure (based on Wraobel et a

(with red are highlighted the investigated parts in this study).

Table 6. Information about the workshops participants.

18 62
l. l.

and Puisa et al.””) and scope description

Participant no. Expertise Educational level Experience

First workshop
| Academic in safety/security PhD degree > 20years
2 Academic in safety/security PhD degree 10-14 years
3 Safety engineer MSc degree > 20years
4 Safety engineer MSc degree 15—-19 years
5 Original equipment manufacturer MSc degree > 20years
6 Original equipment manufacturer MSc degree >20years
7 Original equipment manufacturer MSc degree > 20years
8 Public authorities in safety MSc degree < Syears
9 Academic MSc degree > 20years
10 Public authorities in safety/security/cybersecurity MSc degree 10—14 years
I Safety engineer PhD degree >20years
12 Academic in safety/security/cybersecurity PhD degree < Syears

Second workshop
| Academic in safety/security/cybersecurity PhD degree < Syears
2 Academic in safety/security PhD degree 10—14 years
3 Operator MSc >20years
4 Safety engineer MSc >20years
5 Original equipment manufacturer MSc >20years
6 Safety engineer MSc >20years
7 Authorities in safety MSc < Syears
8 Authorities in safety/security/cybersecurity MSc 10—14 years

differentiate from the respective ones for conventional
ships, but the causes to these hazards are different.

The highest severity was estimated for the safety and
reputational consequences involving risks to third par-
ties or negative public coverage of the accidents as

depicted in Figure 10. Instead, the consequences related
to damages to ship/infrastructure or the operation dis-
ruption or environmental damage were generally
ranked as less severe in the majority of cases. This can
be attributed to the fact that the investigated ship is
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Figure 9. Distribution of risk index considering uncertainty
(RIU=RI + UL).

small (hence the financial consequences of its loss are
limited). It is noted that for the investigated ship, the
possibility of fuel or lubricants leakage due to hull
penetration is low, as cofferdams are used. In the
unlikely event of a complete ship loss, fuel and lubricat-
ing oil can only leak through the tanks vents and
sounding pipes, which can be controlled using appro-
priate isolation valves.

It should be noted that not all the scenarios were
associated with all the consequences types (safety, envi-
ronmental and other). Therefore, the number of scenar-
ios for different consequences types (e.g.
environmental) does not necessary sum up to 83. The
reputational related consequences for the unmanned
ships were found to be here more important compared
with conventional manned ships, due to the novel tech-
nology use. For the unmanned ships that do not carry
crew and passengers, the safety related risks are related
to accidents involving other manned ship and port
facilities.

The distribution of FI is provided in Figure 11. It is
observed that the safety related causes mostly contrib-
ute to the risk in the investigated scenarios, as 27 of

Figure 10. Distribution of severity index (SI) rankings.
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Figure I 1. Distribution of frequency index (FI) rankings.

them have FI greater than 3 (characterised as remote
according to Table 2). Only in 10 scenarios causes
related to cybersecurity exhibit FI greater than 3,
whereas three scenarios with causes related to security
have FI greater than 3. The security, cybersecurity and
safety related causes were associated with 38, 74 and 65
scenarios, respectively. It should be noted though that
the number of cyber security experts participating in
this study is limited, which might have influenced the
results.

The highest FI values were associated with: (a) the
thrust system failures; (b) difficulty in passing through
locks; and (c) collisions with submerged large objects in
canals, such as cars. The first is attributed to the fact
that only one propeller was considered in the investi-
gated IWW ship design. The presence of submerged
objects, for example, cars or bikes at the bottom of



448

Proc IMechE Part O: | Risk and Reliability 237(2)

Table 7. Typical causes.

Code

Name of function
group

IWW use typical causes

Safety related causes Security related causes Cybersecurity
related causes

Sl

SI12

SI3

Sl4

S22

S33

S34

S41

$42

S43

S45

S51

S§52

S53

S54

Situation awareness
(observation)

Ship control
(manoeuvring)

Voyage management
(navigation)

Nautical communication

Mooring and anchoring

Hull integrity
and strength

Stability and trim

Power generation
and operation
Electrical systems

Steering, propulsion
and thrust

System monitoring

Security

Cyber-security

Ship safety

Emergency
management

Inadequate training of algorithms Acts of vandalism on the ship Cyberattacks on the situation

Inadequate coverage of scenarios equipment awareness equipment

Failures in the equipment Erroneous data coming from

Environmental factors affecting the other ships

sensors performance (rain, rodents,

organic waste, etc.)

Damages to equipment due to

interactions with port facilities

Inadequate maintenance

Fire (accident used as a cause)

Flooding (accident used as a cause)

Failures in navigation system equipment Unauthorised access to the ship Cyberattacks

Fire control room

Flooding

Inadvertent environmental factors

(waves, currents, winds

Water level, squat effects)

Inadequate control from remote control

centre

Errors in signals used for navigation Unauthorised people in RCC or Cyber-attacks
ship

Failures in involved systems Denial of service attack

Environmental factors affecting the

performance

Failure in mooring equipment

Failures due to interactions with other

ships

Fire (accident used as a cause)

Flooding (accident used as a cause)

Lack/inadequate design of hull stress

monitoring system, inadequate loading

Inadequate inspection of ship structure

Drain system failure

Wrong loading

Some additional loads

Ballasting system failure

Failures Vandalism on the equipment Cyberattacks

Errors in design

Arcs

Short circuits

Components failures

Fire (accident used as a cause)

Flooding (accident used as a cause)

Components failures Vandalism on the equipment Cyberattacks

Fire (accident used as a cause)

Flooding (accident used as a cause)

Objects in propeller

Sensors failure

Failure in system design

Sensor failures

CCTV failure

Systems failures Drugs/weapons trafficker
accessing system

Failure in management

Software failures

Lack of protection

Failure in management at RCC

Software failures

Failures in firefighting system Cyberattacks

Failures in resuscitating equipment
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Table 8. Main consequences for various operating modes.

ala Operating phase Safety Environment Reputation Financial
| Mission planning Collision with other Fuel and lubricants Depending on Damages to
ships leading to human leakages following a the other ship
injuries/fatalities hull breach consequences infrastructure/
ship
2 Activities in ports Involved personnel Ship
(locks/loading/ unavailability
unloading) injury/
hostage
3 Arrival in Contact with pier Fuel and lubricants Ship/equipment
ports/departure threating the lives of leakages following a damages/pier
from ports people on the peer hull breach damage
Collisions with ships in
vicinity leading to
human injuries/
fatalities
4 Transit Collision with Foundering and
passenger ship leading shipwreck
to human injuries/ removal costs
fatalities Ship/equipment
damages
Damages to
other ships
Damages to
bridges locks
5 Emergency Collisions leading to Damages to
human injuries/ ship and other
fatalities ships
6 Maintenance and repair Collision/contact System damages
groundings leading to
human injuries/
fatalities
7 All phases All the above All the above Ship damages/

fire

canals, is one of the inherent hazards for the IWW
ships, that needs to be tackled by both manned and
unmanned ships. The challenges associated with pass-
ing through locks are unique for unmanned ships due
to the novel technology use, as they are related to the
development of relevant technology.

As it can be observed from the Table 9, the majority
of the high risk scenarios considering uncertainty are
related to the ship navigation (directly or indirectly).
The scenarios with high RIU that are directly linked to
the navigation are: thruster loss, situation awareness
system (used on the ship) failures, failure in communi-
cation systems and other ship switching off its AIS/
communication system or without AIS system such as
kayaks. These scenarios also appear in manned ships
(except the scenario H46), yet they can be attributed to
completely different causes on the unmanned ship
(mainly causes associated with the novel technology).
The collision with bridges is considered as highly risky
due to the significant infrastructure repair costs, which
is similar to the manned ships cases.

It should be noted that inadvertent events related to
confidentiality loss or stealing ship/cargo were not
assessed to bear high risk (their RIU was found less

than 7). This does not mean that the cybersecurity and
security hazards are not important; still they need to be
addressed sufficiently.

It is anticipated that automation on small ships can
proceed faster due to reduced severity compared to
large ships. Still, the risks to the navigation function
are critical and need to be addressed effectively, as they
may lead to significant human loss, for example, colli-
sion between unmanned ship and a passenger ship.

Step 4: Identification of risk control measures

The summary of selected risk control measures for the
identified hazardous scenarios is provided in Table 10.
Increased redundancy, such as redundancy in commu-
nication links, in the situation awareness system and
propulsion systems can be used to prevent hazards
from occurring. Some of these proposed measures are
also applicable to the conventional ships. The financial
consequences to a large extent are controlled by the
insurance companies. The reputational consequences
depend on the safety and environmental consequences,
which implies that as long the other consequences are
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Table 9. Most risky hazardous scenarios.

Operating phase  Id Accident type  Hazard/(guideword) Max (FI) Max (SI) Max (Rl) ARI Max (RI) +
ARI
I/N I/N I/N I/N I/N
Transit H32  Collision/ The surrounding situation is 3.9/3.8 4.1/2.8 8.0/6.6 1.0/1.0 9.0/7.6
grounding/ not properly (wrongly or
contact not) determined/(wrong/no
output)
For example, objects are not
detected and recognised
(small objects, navigation
marks, ships, ship lights,
floating objects, depth,
recreation crafts, people);
weather is not properly
conceived
Arrival in H13  Collision/ Control loss over 4.4/3 3.9/2.5 8.3/5.5 0.5/04 88/59
ports/departure grounding/ propulsion/thrust function/
from ports contact (wrong/no output)
Transit H33  Collision Other ship not activating its 4/3.6 3.9/2.8 7.9/6.4 0.6/1.0 85/74
AlS/lighting system/
communication system/
(wrong input)
Transit H37  Collision Ship on collision track with 3.4/3.3 4.1/2.8 7.5/6.1 1.0/1.0 8.5/7.1
other ships in canal/(wrong
output)
Transit H46 Collision / Ship losing communication 3.7/3.0 3.6/2.6 7.3/5.6 1.0/1.0 8.3/6.6
Grounding/ with the remote control
Contact centre/(no output)
Transit H43  Collision Loss of communication with 3.8/33 3.3/2.4 7.1/5.7 1.0/0.2 8.1/5.9
other ships/(no output)
Transit H36 Contact Ship on collision track with 3.3/3.1 3.72.4 7.0/5.5 0.8/0.4 8.0/59

bridge/lock/(wrong output)

I: initial ranking; N: ranking after control measures considered.

confined, the reputational consequences will be also
acceptable.

The updated risk index for the critical hazardous
scenarios after the implementation of the risk control
measures is also provided in Table 9. The RI and the
uncertainty are in general reduced for the critical
hazards/inadvertent events. For all hazards, the SI can
be reduced through the provision of relevant mitigation
risk control measures. Although, the FI reduction was
also anticipated, the results did not demonstrate a
strong reduction trend. This is attributed to the lack of
sufficient data for autonomous ships and the experien-
tial nature of the ranking process as well as the fact
that the two workshops were attended by a slightly dif-
ferent number of experts. Nonetheless, the estimated
average FI variation lays within the uncertainty region,
which was found around 1 for some of the scenarios
(due to use of novel technology). This is unavoidable
when experts ranking is used, especially in this case
when pertinent data is not available.

The exhibited FI slight reduction is also attributed
to the specific scenarios. For hazard H32 (identified as
critical), the situational awareness is a function involv-
ing novel systems and sensors. Hence, the proposed

measures were also considered during the initial hazard
ranking, as they constitute part of the investigated
autonomous system design. Since this hazard is linked
to novel technologies, it is anticipated that it will be
associated with high frequency and uncertainty. As the
proposed risk preventative measures are of low matu-
rity, the risk mitigation measures are required to for
confine this risk. Similar comments apply to the
hazards H33, H43, H36 and H37, which are linked to
novel technologies. For H13 one level reduction in FI
was observed (from 4.4 to 3). This indicates that incor-
poration of the redundant thruster system is anticipated
to reduce the frequency of propulsion loss significantly
in the unmanned ship compared to manned ships which
use single thrusters.

It was found that the collision avoidance and situa-
tion awareness functions control measures were ranked
at 2.1 (equivalent to USD100k), therefore it is deduced
that they require the highest lifecycle cost among the
proposed risk controls. The highest ranking according
to some experts for the control measures exhibited val-
ues around 3 (which is equivalent to USDS00k).
Although these are approximate values, it provides an
indication of scale of the required interventions, which
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Table 10. Summary of risk control measures.

Item

Preventative measures

Mitigative measures

Inadequate situation awareness by
the shipboard situation awareness
system

Main and auxiliary power
generation loss

Sensors fusion

Testing

More advanced sensors
(information acquisition systems)
Methods for training

Power/Take in/off

Redundancy in power generation
system components
Self-reconfiguration of propulsion

Abnormalities’ detections system
Control transfer to RCC

Emergency DG set

Use of battery pack

Automatic drop of anchor
Visual and audible notification to

plant

ships

Preventative maintenance
Intelligent monitoring of

components
Thruster and steering system
failures for propulsion

Self-reconfiguration for propulsion

plant
Environment protection from oil
pollution

Cybersecurity related scenarios
controllers

Double verification during software

Redundancy in components used

(See other factors)

Presence of antivirus on key

Automatic drop of anchor, if
propulsion completely unavailable
Visual and audible notification to
ships

Self-closing valves in ventilation
lines of fuel tanks

Cofferdams (already implemented)
Remote rebooting

Control transfer to RCC
Contingency plans in place

update Safe shutdown procedures
Fire Inerting using CO,/N, during Closing ventilation
firefighting Visual and audible notification to
ships
Dropping anchor

Security related

Intrusion detection system

Control transfer to RCC

Physical protection for the RCC

is a fraction of the initial ship capital cost. It must be
noted that the provided figures are initial estimations,
and it is expected that more accurate results will be
obtained based on application of the novel technologies
to the two demonstrators following the completion of
the AUTOSHIP project.

Step 5: Identification of testing scenarios

For the hazards with the higher risk, in total 17 testing
scenarios with associated pass/fail criteria were identi-
fied and listed in Table 11. The testing scenarios are
related to: (a) performing the fail-safe functions; (b) rel-
evant reconfiguration functions; and (c¢) the system
effectiveness in specific scenarios.

For the navigation and situation awareness func-
tions, it is proposed to implement testing in both the
virtual and real environments prior to ship deployment,
as well as to test the ability of the remote control centre
to take over control in critical situations. In case where
the ship loses communication with remote control cen-
tre, it is proposed to test the ship ability to sail to a safe
location or to drop anchor depending on the situation.
In the cases of power/propulsion loss, thrust loss, or
electrical system failure, the following scenarios are pro-
posed: (a) testing the system ability to reconfigure by
using alternative power sources, connection types and
thruster means; and (b) testing the safe anchoring pro-
cedure in the case of a complete power loss. For cases

of fire emergencies, testing of the effective starting up
and operation of the firefighting system, as well as the
safe anchoring procedure are proposed.

Discussion on the process

As it was demonstrated in the preceding sections, the
developed process is applicable during initial stages of
the autonomous ships design, where only high-level
information about the systems is available. Moreover,
some initial design recommendations and testing
requirements were developed based on the analysis
results. In this way, the method can drive the decisions
regarding ship design and verification early at the sys-
tem design process, allowing more time for relevant
testing arrangements to be planned and carried out.

An advantage of the proposed process is that it is
interconnected with the FSA risk matrix and conse-
quences classification. This is of great value for demon-
strating the compliance of the initial design with the
potential future maritime risk acceptance criteria to the
relevant authorities. The proposed HAZID process
employed a hybrid approach integrating both the ship
functions and operational phases hierarchical struc-
tures as well as the use of specific guidance words. In
this respect, the proposed method contributed to the
systematisation and inclusiveness of the process, thus
allowing for a more effective and thorough analysis.
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Table I 1. Ciritical hazards generic testing scenarios and generic fail/pass criteria.

Id Hazard Generic testing scenario (TS) Fail/pass criteria

H32 The surrounding situation is A. Virtual testing of artificial I. Ship can effectively detect X% of
not properly (wrongly or intelligence (Al) algorithms used for objects in virtual and real
not) determined image recognition in laboratory environment (TS A).

For example, objects are not environment and during 2. Ship components function
detected and recognised deployment under various properly during various testing
(small objects, navigation environmental conditions with stages (unit testing, integration
marks, ships, ship lights, human presence testing, sea trials) (TS B).
floating objects, depth, B. Functional testing of system 3. Ship can effectively detect X% of
recreation crafts, people) components under various objects in virtual and real
weather is not properly environmental conditions environment even if some
conceived C. Failure testing (testing of system components are faulty (TS C).

performance when a component is

faulty) in a simulated/real

environment with human presence

HI13 Control loss over A. If ship can drop anchor in case of I. Ability of system to respond
propulsion/thrust function propeller loss properly (TS A).

H33 Other ship not activating its A. Simulation testing of |. Ship can effectively detect X% of
AlS/lighting system/ autonomous ship situation scenarios when the other ship has
communication system awareness system with ships switched off their communication

operating that have switched off system and AlS in virtual ship (TS
their AlS and communication A).
system to ensure the functionality 2. Ship can detect the ship which
of sensor fusion system has switched off its communication
B. Sea trials for situation awareness system and AIS system (TS B).
behaviour when another ship has 3. Ship can send an alarm to the
switched off its AlS and RCC if it detects another ship with
communication system switched off communication system
C. Ship response to detected and AlS system (TS C).
anomaly testing during HIL and sea 4. Ship can transfer control to the
trials RCC in the above case during sea
trials and hardware in the loop
testing (TS C).

H37 Ship on collision track with A. Simulation testing of I. Ship can effectively avoid X% of

other ships in canal autonomous ship collision collision situations (TS A).
avoidance algorithm in virtual 2. Ship does not collide in any
environment in a number of situation (TS B).
encountering conditions
B. Sea trials for autonomous ship
collision avoidance algorithm

H46 Ship losing communication A. Testing the ship ability to I. Ship responds as prescribed (it
with the remote control respond correctly to the continues mission/navigates to a
centre communication loss during various safe location/drops the anchor) (TS

testing (SIL, HIL, sea trials) A).

B. Testing connectivity in the 2. Sufficient connectivity not

operating area impeding ship performance in the
area (TS B).

H43 Loss of communication with A. If ship can reconfigure to I. Ability of system to reconfigure

other ships another communication system. to another communication channel
B. If ship can enter increase the (TS A).
distance from other ships in case of 2. Ability of system to increase
communication loss safety margin (TS B).
H36 Ship on collision track with A. Simulation testing of I. Ship can effectively avoid X% of

bridge/lock

autonomous ship passing through
locks under various environmental
and loading conditions

B. Testing of situation awareness
system when various lighting signals
are provided from locks in virtual
environment

C. Sea trials for autonomous ship
going though locks/bridges

D. Testing of ship response when
conflicting signals (e.g. the bridge is
closed but the light is green) are
provided in virtual environment

contacts in simulated environment
(TS A).

2. Ship can effectively and safely
recognise X% of signals provided by
locks in virtual environment (TS B).
3. Ship can safely pass from locks/
under bridge during sea trials (TS
Q).

4. Ship can recognise and report
conflicting signals (TS D).
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This is the main advantage of this approach compared
to the classical HAZID methods, which are usually
based on what-if process and simple brainstorming ses-
sions. The proposed steps can lead to the semi-
automation of the HAZID process and development of
corresponding software tools to facilitate the more
effective HAZID process implementation.

During the process, it was found that the experts
rankings can exhibit high variance, which resulted in
the high rankings uncertainty. This uncertainty was
accounted for evaluating the hazardous scenarios and
defining their criticality. This is in line with the risk def-
inition as impact of uncertainty on the outcome.®
Future studies can be benefitted by including statistical
data from the semi-automated ships, where full or par-
tial automation is already in place. This would allow
for the gradual accumulation of relevant data, thus ren-
dering the analysis results more effective. Employing
weights in the individual experts rankings (typically
affected by each expert’ experience) will not result in
the rankings uncertainty reduction, as the uncertainty
is already high.

The HAZID workshops were implemented online
due to the COVID-19 restrictions. This contributed to
a number of challenges, as it was not straight-forward
to establish a functional discussion protocol. Slight
communication gap issues were identified and resolved,
which influenced the process of updating the hazard
list, the ranking process and review process or risk con-
trol measures, leading to some experts not ranking
some hazards or not sufficiently realising their context.
It can be argued that the use of a structured approach,
the incorporation of previous analyses, the distribution
of the material in advance, the thorough discussions on
the design and use of the rankings uncertainty were
implemented as counter-measures to mitigate the com-
munication gap to the extent possible. Yet, some resi-
dual risk not appropriately addressed is expected due
to the online procedures. As a recommendation for
future online application of the process, the facilitator
could consider the distribution of relevant material in
advance, breaking down the online session in a number
of smaller sessions, starting the workshops discussion
with the scenarios that he/she would consider as criti-
cal, dedicating more time to the discussion with respect
to the rankings and allocating sufficient time to clarify
ambiguities with respect to the initial design. It is also
recommended to include a diverse group of experts
from safety, security, cybersecurity disciplines as well

representing variety of stakeholders (researchers,
authorities, operator, original equipment
manufacturers).

Compared to other safety methods, it is commented
that the process is not competitive to the STPA,
FMEA, FTA, CASA,* etc. but rather complimentary.
Based on the followed approach, the critical hazards
were identified. At a subsequent phase, STPA can be
used for identifying the relevant Unsafe Control

Actions and their causal factors for these critical
hazards. The causes identified in this study can be re-
employed. Similarly, the proposed approach can high-
light the critical hazards, thus facilitating their further
analysis by employing other safety methods, such as
FTA, ETA and FMEA. A dedicated cybersecurity risk
assessment is also required to reduce uncertainty, as for
instance reported in Bolbot et al.” or in BV®* guidance.

Due to the limitations of the employed HAZID pro-
cess, the identified testing scenarios are generic, hence
they need to be developed further into specific test cases
by adding more specific details on test acceptance cri-
teria. To resolve this issue, other methods need to be
employed. In addition, more information is required to
specify coverage criteria during the testing procedures.
However, the advantage of employing the proposed
HAZID process is that these high-level testing scenarios
can be identified early during the autonomous ship sys-
tem design process guiding the process of designing test
scenarios and increasing the project slack.

Further development of the proposed risk analysis
process could focus on its automation and standardisa-
tion which would allow comparison of various results
of risk assessment. The presented process was devel-
oped for the case study of the IWW autonomous ships;
however, it can be applied to other ships including
Short Sea Shipping and ocean-going ships. In these
cases, the customisation of the relevant acceptance cri-
teria is required.

Conclusions

In this study, a novel hybrid, semi-structured hazard
identification (HAZID) process for the risk assessment
of autonomous ships that employs operational and
functional hierarchical categorisations was presented.
The process integrates safety, security and cybersecurity
analyses at the initial design stage of the autonomous
ships. The process was applied for the risk assessment,
identification of risk control measures and the develop-
ment of testing scenarios for the preliminary design of
the theoretical unmanned IWW ship.
The main findings of this study are as follows:

e The proposed semi-structured HAZID process sup-
ported the identification of relevant hazardous sce-
narios in a systematic way by incorporation of ship
functions and operational phases, whilst compre-
hensively considering hazards due to safety, secu-
rity and cybersecurity issues.

e The process supported the ranking of the scenarios
and identification of the critical ones by considering
uncertainty.

e Effective communication is crucial for the robust
HAZID process application.

e More than 80 hazardous scenarios were identified
for the investigated IWW autonomous ship.
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® A number of hazards and consequences are similar
for the manned and unmanned TWW ships, yet
their causes are different.

e The reputational and third-parties safety risks were
highlighted as the one with the highest severity for
the IWW ship.

e The contribution of safety related causes was found
of greater impact compared to the cybersecurity and
security related causes, but the contribution of cyber
security or security causes should not be ignored.

e Based on the risk assessment results, it can be
anticipated that increased automation level on
small ships can proceed faster due to reduced risks
compared to large ships. However, special attention
should be paid to navigational risk.

e  Uncertainty during the rankings was found consider-
able, especially for the frequency ranking, due to the
lack of pertinent statistical data and expertise in the
novel technologies that have been under development.

e The scenarios related to navigation functions were
found to be critical for the investigated IWW ship due
to high RI index value and the associated uncertainty.

¢ Due to the high uncertainty in the frequency ranking,
the mitigation measures can be considered as more
effective to confine the risk. This does not mean that
the preventative measure should be ignored.

e [t was estimated that the cost of the required mea-
sures is a fraction of the cost of the ship; however
more detailed analyses are required to verify these
cost results.

The proposed HAZID and risk assessment process can
also be applied to other autonomous and remotely con-
trolled ships for the identification of risks and develop-
ment of relevant safeguards. A future research could
focus on the automation and standardisation of the risk
assessment approach across the maritime community.
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Appendix A

Abbreviation and notation

Abbreviation Definition

BV Bureau veritas

Fi Frequency index

FSA Formal safety assessment

HAZID Hazard identification

IMO International maritime organisation
ISO International standard organisation
MASS Maritime autonomous surface ships
RI Risk index

Sl Severity index

STPA System-theoretic process analysis
UL Uncertainty level

The detailed list of hazards identified through the proposed process is provided in Table Al.

Table Al.

Hazard list.

Operating phase

IWWV use case hazards/inadvertent events/(guidewords)

Mission planning

Activities in ports

Selecting route with heavy traffic/(wrong output)

Selecting route with bad weather conditions/ too shallow water/low visibility/ice in water/(wrong

output)

Selecting route with too low bridge/too narrow canals/ (wrong output/too little)

Hackers stealing the intended path/route/(steal)

Excessive load of ship metallic structure due to improper loading/ (wrong output/too much)
Fuel/lubricants are not enough to accomplish the mission/(wrong output/too little)

Wrong/No equipment health predictions resulting in improper management of systems maintenance/

(wrong/no output)

(hostage)

Ship getting unmoored/(untimely output)
Damage to situation awareness equipment due to the interacting object, port cranes, etc.)/(wrong

input)

Loss of communication/(no output)
Ship drifting away/(untimely output)

Terrorists taking hostage of the technical personnel and sailing/guarding themselves on the ship/

Malware transferred to ship (and RCC) through port facilities/(transfer)
Violating stability criteria during loading and offloading/(wrong output)

(continued)
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Continued

Operating phase

IWW use case hazards/inadvertent events/(guidewords)

Arrival in ports/
departure from ports

Transit

Emergency

Maintenance and repairs

Any mode

Malware transferred from ship (and RCC) to port facilities/(transfer)
Loss of auxiliary power/(no output)

Hooligans attacking the ship/(attack)

Disturbances in the electric distribution systems/(wrong output)
Loss of auxiliary power due to shore connection issues/(no output)
Loss of main power/(no output)

Control loss over propulsion/thrust function/(conflicting output)

Total loss of auxiliary power/(no output)

Disturbances in the electric distribution systems/(wrong output)

Control loss over steering equipment/(conflicting output)

Ship position unstable during approaching the harbour/(conflicting output)

Ship transmitting information to wrong actors/(get control over)

Lower propulsion power/or slower propulsion power is provided than required resulting in loss of
manoeuvrability/(wrong untimely output)

Leaving with irrelevant personnel, for example, port, pilots, technicians onboard/(wrong output)
Ship stuck in port/(no output)

No route selection/Not starting from the quay/port/lock/(no output)

Other ship not activating its AlS/lighting system/communication system/(no output)

Ship on collision track with other ships in canal/(wrong output/too much)

The surrounding situation is not properly (wrongly or not) determined, for example, Objects are not
detected and recognised (small objects, navigation marks, ships, ship lights, floating objects, depth,
recreation crafts, people) weather is not properly conceived/(wrong/no output)

Ship on collision track with bridge/lock (wrong output/ too much)

Ship losing communication with the RCC/(no output)

Control loss over propulsion/thrust function (Thruster/propeller not starting or stopping during
operation)/(no/untimely/conflicting output)

Control loss of main power/(no/untimely/conflicting output)

Ship can be on collision track with floating/submerged objects, for example, submerged car,
submarine, bike/plastic/(wrong output/too much)

Loss of communication with other ships/(no output)

Loss of auxiliary power/(no output)

Disturbances in the electric distribution systems to essential consumers (thrusters, main engine
auxiliary systems, etc.)/(wrong/no output)

Control loss over steering equipment/(no output)

Violating stability criteria during travel/(wrong output)

Ship transmitting erroneous information to the other ships endangering the safety of navigation/(get
control over)

Ship unable to go through lock/under bridge/(wrong output)

Ship blocking access to lock/bridge passage/(wrong output)

Loss of communication with lock/bridge/(untimely function output)

Ship navigating to other destination port, than desired due to piracy act/smuggler/(hijacking/stealing)
Bridge is lowered while barge is passing/(conflicting output)

Stealing images from the video cameras (any type of hackers)/ (steal)

Inadequate firefighting during fire/(no/wrong output)

Remote control centre not taking over the operations in critical situation/(no output)

Loss of control over emergency power (when needed)/(no output)

Inadequate power generation during fire/flooding/(wrong/no output)

Ship unable to depart from the quay during accident in port/lock/(no output)

Excessive load of ship metallic structure due to contact/(wrong input)

Excessive load of ship metallic structure due to fire/(wrong input)

Excessive load of ship metallic structure due to collision/(wrong input)

Excessive load of ship metallic structure due to grounding/(wrong input)

Excessive load of ship metallic structure due to explosion/(wrong input)

Water ingression is not identified/(no output)

No Safe and Rescue operation/(no output)

Loss of damage stability control during flooding/(no output)

Excessive corrosion of metallic structure/(wrong input)

Not implementing maintenance of critical systems (propulsion, power, navigation), which are due to
fail in the next voyage/(no input)

Not implementing maintenance of electronic systems responsible for control of critical functions
(propulsion, power, navigation)/(no input)

Cyber-attack on ship systems (referencing to all the scenario related to cyberattacks on ship systems
mentioned in the excel, below and above)/(not applicable)

(continued)
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Continued

Operating phase IWW use case hazards/inadvertent events/(guidewords)

No safety monitoring/(no output)

Fuel/lubricants leakage (inflammable medium leakage)/(wrong output)

Trafficking drugs/weapons on the ship/(smuggling)

Overheating of nearby equipment/surfaces/(wrong output (too much))

Flooding caused by ship systems/(conflicting control action)

Hackers leaking critical ship voyage information/(steal)

Arson (deliberate attempt from malicious insiders to put on fire)/(damage)

Cyber terrorists attempting ignition by causing fuel leakage and overheating/(damage)
Uncontrolled short circuits/(conflicting output)

False firefighting equipment operation when is not required/(untimely output)

Arcs in switchboards/(wrong output)

Stealing the condition monitoring data/digital model through communication links (competitors)/
(steal)

Excessive oil emission to the canals/(wrong output (too much))

Stealing the condition monitoring data/digital twin model by boarding the ship (competitors)/(steal)
Hackers destroying the ship certificates and critical information/(destroy)

Hackers leaking the ship certificates and critical information/(steal)




