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Hey, You've Got to Hide 
Your Work Away
D eb a te  is simmering over how and  when to  publish sensitive da ta

N ot long after letters laced w ith anthrax spores k illed  five A m ericans 
in  Septem ber 2001, a research team  led by genom e scientist H arold 
“ Skip” G arner cam e up w ith  an idea for probing such crim es. But 
the solution gave h im  pause. D uring a study that used new  gene tech­
nologies to analyze several o f  the w orld ’s deadliest pathogens, the 
researchers realized  that a unique genetic “barcode” could be d is­
creetly  inserted into laboratory  strains, potentially  enabling foren­
sic scientists to track  a biow eapon or escaped pathogen back to its 
source. It was ju s t the k ind o f  tagging that could have helped inves­
tigators identify  the source o f  the w eaponized anthrax spores tucked 
into the deadly letters, says Garner, now w ith  the Virginia B ioinfor­
m atics Institute at the V irginia Polytechnic Institute and State U n i­
versity  in  Blacksburg. But publishing the trick  m ight also aid evil­
doers, he realized . “It w as in form ation  that m ight be m isused, to 
figure out how  to evade detection,” G arner recalled  recently. “We 
had  to ask: ‘Is it w ise to w idely share th is?’ ”

That question is confronting m any scientists these days. E very 
research field has findings so sensitive that scientists can spend count­
less hours fretting over when, where, and how to publish them — or 
w hether to share them  at all. For microbiologists and chemists, it might 
be a technique that could be misused to create a terrifying weapon. For 
biom edical and social scientists, huge databases o f  personal health

and behavioral inform ation pose 
threats to privacy. Archaeologists 
and  w ild life  b io lo g is ts  w o rry  
about p in po in ting  som e study 
sites, fearfu l they  cou ld  guide 
looters and poachers to priceless 
artifacts or vulnerable species.

I t ’s no t a new  conundrum . 
A cadem ic researchers have long 
s tru g g led  to  b a lan ce  an  ethos 
o f  openness w ith  dem ands for 
secrecy. M ost famously, perhaps, 
U.S. nuclear scientists in  the late 
1930s and early 1940s kept m um  
about findings that they w orried 
m ight give N azi G erm any clues 
to building an atom  bomb.

Today’s struggles over sensi­
tive data m ay have lower stakes, 
but they are increasingly perva­
sive and complex. M ore scientists 
are engaged in work that requires 
secrecy in  the nam e o f  p ro tect­
ing national security, intellectual 
property, and confidentiality. A nd 
researchers m ay not get to make 
the call; governm ent regulators, 
corporate lawyers, and even ethi- 
cists are dem anding a bigger say 
in  deciding w hen to let inform a­
tion loose and when to lock it up. 
Ironically, some agencies publish 
classified  jou rnals for scientists 
w ith  security clearances to have 
a p lace to  share peer-review ed 
secrets (see sidebar, p. 71).

Such trends are forcing scien­
tists to reth ink how  they publish papers and agencies to reconsider 
w hich studies to fund. A nd they are helping spur the growth o f  new 
bureaucracies designed to avoid the unintentional release o f  sensitive 
data— or even prevent such data’s creation in  the first place. W hether 
such controls w ill ultim ately help or harm  science and society, how­
ever, is the subject o f  vigorous debate. “O pen com m unication among 
scientists is critical to  the good that science can do, bu t concerns 
about the m isuse o f  inform ation are testing that ideal,” says ethicist 
and m olecular biologist Kathleen Kolakovich Eggleson o f  the Univer­
sity o f  Notre Dame in Indiana. A nd w ith the Internet making it nearly 
im possible to recapture sensitive data once they have escaped, she 
says, “it’s an issue tha t’s just going to becom e even m ore problematic.”

Rude awakening
For some scientists, the clam or that can  arise around sensitive data H

cc
com es as a shock. Influenza researchers, for instance, were largely |  
caught offguard  in  2011 w hena global, yearlong controversy engulfed ¿ 
efforts by two team s to publish papers, in  Science and Nature, w hich |  
showed how to engineer the dangerous H 5N 1 influenza virus, w hich ? 
norm ally infects birds, so that it can  also move betw een m am m als |  
(Science, 6 A pril 2012, p. 19). O fficials in  the U.S. governm ent—  |  
w hich funded the studies— becam e concerned that a m utant v irus ^
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could escape from a lab and cause a hum an pandem ic, or that reveal­
ing details about the research could inadvertently aid terrorists seek­
ing a bioweapon. They asked the N ational Science A dvisory B oard 
for Biosecurity, set up after the 2001 anthrax attacks, to review the 
H5N1 studies. It initially recom m ended that the papers be published 
only i f  journal editors deleted key m ethodological details and shared 
them  only w ith  “responsible” scientists. In the end, however, such 
selective censorship proved both  practically and legally im possible, 
and a divided advisory board ultim ately supported full publication o f  
both studies, w hich appeared in  print last year.

The episode has left a m ark  on science. For instance, it prom pted 
the governm ent o f  the N etherlands to take the unusual step o f  requir­
ing researchers there to obtain an export perm it before sending their 
final m anuscrip t to  Science in  the U nited  States— a precedent for 
governm ent oversight o f  data sharing that w orries some scientists. 
A nd it p rom pted the U.S. N ational Institutes o f  Flealth (NUT), the 
w orld’s biggest biom edical science funder, to im pose extensive new 
rules. N IH -funded researchers and universities now m ust undertake 
specia l rev iew s o f  p ro p o sed  stud ies tha t 
involve F15N1 and m ore than a dozen other 
risky biological agents and toxins. The goal: 
to identify  experim ents that m ight produce 
sensitive “dual use” findings that could be 
u sed  for good and  evil— and force a lte ra ­
tions or even stop them  before they  begin.
I f  NUT were to fund a study that m eets the 
dual use definition, the agency announced 
in  A ugust, researchers m ust crea te  “risk  
m itigation” p lans that include strategies to 
contro l sharing sensitive results. A nd they 
m ust allow  N IH  to see m anuscrip ts  and  
abstracts at least 10 days prior to subm ission 
to a jo u rn a i or meeting.

Such  p r io r  rev iew  re q u ire m e n ts  are 
a lr e a d y  co m m o n  in  ac a d e m ic  s tu d ie s  
funded by industry, w hich is keen  to  patent 
profitable ideas before they  becom e public, 
and  m ilita ry  agencies, w hich  a re n ’t eager 
to  a id  adversaries. S till, som e researchers 
fear tha t N IH ’s adop tion  o f  p rio r review  
for a new  sw ath o f  academ ic science 
co u ld  signal a creep ing  ex p an ­
sio n  o f  b u re a u c ra tic  co n tro ls .
Journal editors and legal special­
ists say i t ’s no t c lea r w hether the U.S.
governm en t can  lega lly  b lo ck  p u b lica tio n  o f  N IH -fu n d ed  data  
unless it takes the radical step o f  classifying them  as secret.

Such questions m ay not be resolved for som e tim e. In the short 
term , the new  rules are expected to affect ju s t a handful o f  studies. 
Editors o f  m ajor scientific journals say that they rarely see truly sen­
sitive manuscripts. A  2008 study, for instance, found that just six o f  
16,000 m anuscripts subm itted to  the 11 jou rnals published by the 
A m erican Society for M icrobiology over a 5-year period raised dual 
use concerns. Just two w eren’t published because the authors wanted 
to w ithhold methodological details.

A  dearth  o f  w orrisom e m anuscripts doesn ’t m ean people aren ’t 
m aking w orrisom e discoveries; researchers m ay sim ply be sitting 
on  sensitive results. In  a paper to  be published  la ter this year by 
the Saint Louis University Journal o f  Health Law & Policy, D avid

Franz, form er com m ander o f  the U.S. A rm y M edical R esearch Insti­
tute o f  Infectious D iseases in  Frederick, M aryland, recalls that, in 
the 1990s, scien tists there  un in ten tionally  crea ted  a v irus strain  
that w as resistant to a potential treatm ent. A fter a discussion, “we 
decided to put the entire experim ent into the autoclave,” Franz tells 
Science. “That w as it. We d idn ’t hear anyone say: ‘Wow, we could 
get a paper in  Science or N ature' ”

G arner took  a sim ilarly  cautious approach  w ith  h is barcoding 
technology. “We w rote up a white paper for some o f  the governm ent 
agencies, bu t d id n ’t distribute it w idely,” he says. “ Seem ed better 
that way.”

Censorship or discretion?
In other fields, scientists are learning that they m ay give away sensi­
tive data w ithout being aware they ’d let it slip. A rchaeologists have 
posted pictures o f  new  finds on websites only to discover that savvy 
thieves have tapped m etadata digitally attached to im ages to discover 
location inform ation— and then  looted the site. C onservation bio lo­

gists often refrain  from  saying exactly where th ey ’ve spotted a rare 
species, for fear an overzealous collector or landow ner w ill hunt it 
down. G enom e researchers and social scientists have been stung by 
com puter w izards w ho have shown that they can take databases that 
supposedly have been stripped o f  inform ation allowing the identi­
fication o f  individuals and “re-identify” study participants, v io la t­
ing privacy rules. In theory, such techniques could reveal a trove o f  
problem atic inform ation, such as em barrassing Web surfing habits, 
stigm atizing m ental health  issues, or genetic traits that could affect 
em ploym ent or insurance.

A s plant biologist Rodrigo G utiérrez o f  the Catholic U niversity 
o f  Chile in  Santiago puts it: “We are gaining the capacity to gener­
ate lots o f  sensitive inform ation, but not necessarily the capacity to 
handle it appropriately.” -DAVID MALAKOFF

Cloak-and-Dagger Publishing
A h o t  n e w  j o u r n a l  d e b u t e d  la s t  m o n t h ,  b u t  you 
c a n ' t  r e a d  i t— o r  p u b l i s h  i n  i t— u n l e s s  y o u  
h a v e  a  s e c u r i t y  c l e a r a n c e  f ro m  t h e  U.S.  g o v e r n ­
m e n t .  T h e  Journal o f Sensitive Cyber Research 
and Engineering (JSCoRE) is  t h e  n e w e s t  a d d i ­
t i o n  t o  t h e  s h a d o w y  s h e l f  of  " d a r k , "  o r  c l a s s i ­
f ie d ,  j o u r n a l s  t h a t  a i m  to  s o lv e  a  t h o r n y  p r o b ­
le m :  h o w  to  r i g o r o u s ly  p e e r  rev i ew  a n d  s h a r e  
s e n s i t i v e  g o v e r n m e n t - f u n d e d  f i n d i n g s  t h a t  
off ic ia ls  d o n ' t  w a n t  s e n t  t o  r e g u l a r  j o u r n a l s .

"E v en  t h o u g h  t h e  c o m m u n i t y  of  r e s e a r c h ­
e r s  d o i n g  s e n s i t i v e  w o rk  h a s  t h e  s a m e  n e e d s  a s  
t h o s e  d o i n g  u n r e s t r i c t e d  r e s e a r c h ,  t h e  a b s e n c e  
of  a  p e e r - r e v i e w e d  p u b l i c a t i o n  . . .  i m p e d e s  t h e  
q u a l i t y  a n d  p r o g r e s s i o n  o f  s e n s i t i v e  s c i e n c e , "  
w r o te  JSCoRE c o - e d i t o r  W il l i am  " B r a d "  M ar t in  
of  t h e  U.S.  N a t i o n a l  S e c u r i ty  A g e n c y  a n d  c o l ­
l e a g u e s  in  a  p o s t e r  o n  t h e  j o u r n a l ' s  o r i g i n s  
t h a t  t h e y  p r e s e n t e d  a t  a  m e e t i n g  la s t  y e a r .  To 
h e l p  r e s e a r c h e r s  in  t h e  b o o m i n g  f ie ld  l e a p  t h a t

o b s t a c l e ,  t h e  p o s t e r  p r o m i s e s  t h a t  JSCoRE will 
" f e a t u r e  a n  e d i to r i a l  b o a r d  c o n s i s t i n g  of  c y b e r  
lu m i n a r i e s  f r o m  in s id e  a n d  o u t s i d e  of  g o v e r n ­
m e n t "  a n d  " q u a l i f i e d  p e e r  r ev i ew e rs ."

JSCoRE m a y  r e s i d e  w h e r e  f e w  c a n  lay  e y e s  
o n  i t ,  b u t  i t  h a s  p l e n t y  o f  c o m p a n y .  W o r l d ­
w id e ,  i n t e l l i g e n c e  s e r v i c e s  a n d  m i l i t a r y  f o r c e s  
h a v e  l o n g  p u b l i s h e d  s e c r e t  j o u r n a l s  t h a t  
o f t e n  t o u c h  o n  t e c h n i c a l  t o p i c s .  T h e  d e m a n d  
f o r  r e s t r i c t e d  o u t l e t s  i s  b o u n d  t o  g r o w  a s  
g o v e r n m e n t s  c l a s s i fy  m o r e  i n f o r m a t i o n ;  t h e  
U n i t e d  S t a t e s  a l o n e  h a s  d o z e n s  o f  c a t e g o ­
r ie s  o f  c o n t r o l l e d  i n f o r m a t i o n ,  i n c l u d i n g  " t o p  
s e c r e t , "  " f o r  o f f i c i a l  u s e  o n l y , "  a n d  " s e n s i ­
t i v e  b u t  u n c l a s s i f i e d . "  B u t  g o i n g  d a r k  d o e s n ' t  
m e a n  k e e p i n g  t h e  g e n e r a l  p u b l i c  e n t i r e l y  in 
t h e  d a r k :  JSCoRE h a s  a s k e d  a u t h o r s  t o  p r o ­
v i d e  t i t l e s  a n d  a b s t r a c t s  t h a t  d o n ' t  h a v e  to  
b e  k e p t  s e c r e t ,  s o  t h e  j o u r n a l  c a n  a p p e a r  in 
p u b l i c  i n d e x e s .  -D .M .
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